Digital Security experts follow a
three - step process to detect,
define and fix vulnerabilities.

STEP 1 Detect - High Security Scan
Level |

High Level Executive Dashboard and Sum-
mary Report showing network weaknesses.

STEP 2 Define - Comprehensive
Vulnerability Assessment
Level Il
Detailed report identifying network weak-
nesses. Includes: Synopsis, Description, Risk
Factors and Solutions how to eliminate each
weakness.

STEP 3 Protect - Vulnerabilities
Remediation
Level Il

Includes all the reports in
Level | and Level Il

Plus: ITSI Security Experts will apply
patches and re-scan network to
confirm all fixes have been

applied.

ITSI will assist with the selection, and im-

plementation of any recommended secu-
rity appliances AND train your staff

How vulnerable are you?

Vulnerabilities

@ Info
@ Low
Medium
@ High
@ Critical
Summary
Critical High Medium Low Info. Total
1 2 27 40
Details
Severity Name

PHP 5.5.x < 5.5.14 Multiple Vuinerabilities
OpenSSL 1.0.1 < 1.0.1h Multiple Vuinerabiities
OpenSSL 1.0.1 < 1.0.1i Mutiple Vulnerabiities
XAMPP Example Pages Detection

Apache 24 < 2.4.10 Multiple Vuinerabiliies

PHP 55.x < 5.5.16 Multiple Vulnerabiities

Web Server info.php / phpinfo.php Detection
PHP 5.5.x < 5.5.13 'srclodf.c Multiple Vuinerabilties

PHP 5.5.x < 5.5.12 FPM Unix Socket Insecure Permission Escalation
HTTP TRACE / TRACK Methods Allowed

PHP 55.x < 5.5.15 Multipls Vulnerabiities

Web Server Uses Plain Text Authentication Forms

“ FTP Supports Claar Text Authentication

FTP Server Detection

Synopsis

The remote web server allows access to its axample pages.

Description
The remate web server makes available example scripts from XAMPP, an easy-to-install Apache distribution
containing MySQL. PHP, and Perl. Allowing access to these examples is not recommended since some are known
to disclose sensitive information about the remote host and others may be affected by vulnerabilities such as cross-
site scripting issues. Additionally, some pages have known cross-site scripting, SQL injaction, and local file inclusion
Vuinerabilities.

Solution

Consult XAMPP's for information about securing pages as wall as other applications if
nacessary.

Risk Factor
High

ITSI will help you...

-Detect & define vulnerabilities

-Protect your digital assets
-Recover from cyber attacks

Providing IT & Digital Security
Solutions Globally

ITSI

Intergrated Technologies & Services International

.Recover

Tel: 814-262-7331




Our Services

Digital Security, Network Audits,
Assessments & Protection

DS001 - Basic Security Scan— Executive
Dashboard & Summary Report showing net-
work weaknesses.

DS002 - Vulnerability Assessment—Detailed
Report, Synopsis, Description, Risk Factors &
Solutions to eliminate each weakness.

DS003 - Vulnerability Remediation—ITSI Se-
curity Experts will apply patches & re-scan

network to confirm fix.

DS004 - Hardware & Software Management
Complete management of IT assets, software
patches, software licensing and life cycles.

CSF12 — Cyber-Forte — A comprehensive
twelve (12) month package that achieves a
multi-layer ‘Defense-in Depth’ concept to
protect your organization.

VS001- Virtual CIO Services—Strategic tech-
nology plans, & IT policies /procedures.
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VS002- IT Project Management- We have the
knowledge , and skills to implement your project
while staying within your budget and time line.

VS003/4- Virtual IT Department—We can be your IT
department or use our experience to supplement your
own in-house staff.

DS009 - Custom Open Source Software — Cus-
tomized software that gives you cost savings of
up to 60% over proprietary solutions and no li-

censing fees.

Our Products

Digital Solutions for your Assets,
Records and Perimeter Protection

DPOO1- iCAAMS™ - Computer Asset Auditing &
Management- A customized management tool
designed to help organizations take control of
their information technology hardware inventory,
software licensing and life cycle assessments.

DPOO3 - Digital Fence - A complete system con-
sisting of management software and thermal de-
tection devices to detect physical perimeter intru-
sion and alert proper authorities

DP004- MedialNFO™ - Complete full featured
digital library solution.

DPOO5-dLAMMS ™ - Digital Library manage-
ment system for small to medium collections.

Are you worried about all the recent cyber attacks ?

DP0O06- KMS - Knowledge Management

Systems - A repository of valuable corpo-
rate information, improves collaboration,
locates knowledge sources and performs
data mining.

DPOO7 - LMS - Learning Management
Systems - Tracking, reporting and delivery
of education and training programs in a
secure virtual environment.

DPOOS8 - EMRS - Electronic Medical
Records Systems - Systematic collections
of health information about an individual
patient..

DPO09—DMS—Document Management
Systems -Store and track documents with
version and workflow control

DP010—Robotic Scanners—We are the
official representative of 4DigjtalBooks of
Switzerland (4digitalbooks.com) in the USA.

ITSI, LLC

Integrated Technologies & Services International, LLC
633 Napoleon Street
Johnstown, PA 15901

Phone 814-262-7331
Fax  814-262-7334
Email info@itsi.us
Web  www.itsi.us
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